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Abstract. The importance of considering the network structure in study-
ing the behavior of many modern infrastructures and naturally occurring
complex systems, has become increasingly clear. The topology of many
real world networks makes them vulnerable with respect to targeted at-
tacks on their components, and there has been a recent surge of interest
in determining how one can optimize the structure of these networks to
minimize this vulnerability. Given a measure of robustness as objective
function and an edge-swap procedure as operator, one can design an iter-
ative algorithm to this purpose. Similar work exists with trajectory-based
meta-heuristics and has shown that this method can largely improve the
robustness of a given network. Here we present the first attempt at op-
timizing networks against malicious attacks using an evolutionary algo-
rithm, and show that one can achieve significantly improved results with
modest additional investment of computational resources.

1 Introduction

Complex infrastructures such as the transportation and power systems are ex-
tremely important. They can be abstractly defined as networks, for which many
results on the structure and the dynamics of phenomena have been investigated
and described [10]. One extremely important feature of a network is its capability
to withstand failures and errors in the functionality of its nodes and links. This
is obvious for transportation, communication, computer, and power networks,
but it is also essential for social, economical, and biological ones. For example,
the failure of a gene activation node in a genetic regulatory network may lead
to a cascade of failures and, ultimately, to illness or death. Failures may occur
in many different ways and to a different degree, depending on the complexity
of the system under examination. Therefore, there are potentially many ways in
which the functionality of a network can be impaired partially or totally. How-
ever, it is certainly useful to consider simple models of failures first. A simple
but powerful model of network robustness under failures was put forward by R.
Albert et al. [2].



Albert et al. abstracted away all other possible complexities and details and
only studied the influence of the network topology on the behavior of the network
being attacked, considering the fragmentation of the initially connected graph as
a growing number of nodes is suppressed. They considered two types of attacks
to nodes, but attacks to links may be studied analogously. Attacks can be either
random, i.e. any node may be shut with the same uniform probability, or nodes
can be attacked as a function of their connectivity, i.e. their degree. As model
networks they used Erdös-Rény random graphs [10] and scale-free random graphs
of the Barabási-Albert type [1]. While in the former all nodes have a degree close
to the mean, as the degree is Poisson-distributed, in the latter the distribution
is right-skewed: most nodes have a small degree but there is also a significant
number of nodes of high degree called hubs.

It turns out that under random attacks, degree-inhomogeneous scale-free
graphs are much more robust than random ones, and one has to remove a signif-
icant fraction of nodes before the graph falls apart and fragments itself into sep-
arated components. However, this tolerance against random attacks or failures
comes at a price, as scale-free graphs are much more vulnerable to the removal of
nodes according to node’s degree. That is, in a scale-free graph if the nodes are
removed in decreasing order of degree, starting with the most connected ones,
then the network falls apart very quickly because those highly connected nodes
are the ones that held the network together. On the other hand, in Erdös-Rény
random graphs degree fluctuation is very limited and thus targeted attacks are
similar to random ones. The striking conclusions of Albert’s et al. sparkled a
number of other studies on the vulnerability of networks, including real-life ones
such as portions of the Internet and biological nets [5, 8, 16, 7].

Being able to understand the reasons that make some networks more robust
is very important in practice since this would allow to design networks to be
particularly tolerant with respect to some type of perturbation or intentional
attack. In a similar way, we could also be given a network and be asked how to
make it more robust without altering its mean degree or even its degree distri-
bution. These constraints might arise from real-life conditions such as existing
nodes and connections that cannot be changed. The present study focuses on
the second approach. Schneider et al. [13, 12] already studied this problem using
a simple hill-climbing procedure for the optimization in various network classes.
This has been followed by a study on Barabási-Albert networks by using the
more powerful simulated annealing search heuristic [4]. In the present investi-
gation we extend those works using evolutionary algorithms and more general
scale-free configuration graphs.

The paper is organized as follows. In the next section we summarize the
attack types, the network topologies used, and the robustness measure. This is
followed by a presentation of the evolutionary algorithm used and by a discussion
of the results obtained. Finally, we give our conclusions.



2 Robustness Measure and Scale-Free Network
Construction

In a recent article, Schneider et al. [13] proposed a novel measure for the robust-
ness of a network inspired by percolation theory:

R =
1

N + 1

N∑
Q=0

s(Q), (1)

where N is the number of nodes in the network, and s(Q) is the size of the
largest connected component of the graph after removing Q nodes. The range of
R is [0, 0.5], where the limits represent the value of R for a set of isolated nodes
and a fully connected graph respectively. While the network structure of many
modern infrastructures possesses a strong resilience to random failures, they can
be rather unstable against targeted attacks [2, 5], as noted in the introduction.
One such attack strategy is a high degree (HD) attack, where nodes in the
network are removed sequentially based on their degree, starting with the highest
connected node. Subject to such an attack, removal of a small fraction of nodes
can lead to complete fragmentation of the network [5].

For a network with a given degree sequence, nk = {n1, n2, . . . , nkmax
}, one

can search for the way to connect the nodes that maximizes the robustness mea-
sure given above when the network is subject to a targeted attack. Schneider
et al. [13] investigated the first such optimizations. In their work, a simple hill
climbing procedure was used. Initially starting with a graph with a given degree
sequence, they would attempt to swap the end points of two randomly selected
edges, a move that is schematically depicted in Fig. 1. Such a swap would only be
accepted if the new configuration had a higher value of the robustness measure
R. With this procedure, detailed in algorithm 1, the authors were able to achieve
significantly increased robustness for a variety of networks, and they found that
the optimized networks had an onion-like topology, where many paths connect-
ing nodes of the same degree, do not contain nodes of higher degree, and nodes
could be layered on rings of decreasing degree [13]. For a given degree sequence,
though, the number of ways to connect the network is enormous. The search
space of the optimization procedure is thus vast, and the problem appears to
be fertile ground for the application of an evolutionary algorithm (EA). In this
work we show that application of a EA can produce networks with a significantly
improved robustness.

The most prevalent types of networks found in nature and society are scale-
free (SF) networks [3]. The degree distribution of the nodes in SF networks
follows a power law distribution

P (k) v k−λ, (2)

where k is the degree of a node and λ is the exponent characterizing the power
law. For finite sized networks, there also exists an upper cut-off for the degree,
kmax, and often one chooses a non-zero lower bound, kmin. In this work λ = 3



Fig. 1. The edge swap operation. Two edges are chosen at random in the original graph
(thick lines, left image) and they are swapped as indicated in the right image, giving
rise to a new graph with the same degree distribution.

Algorithm 1: First-Improvement Hill-Climber

Build graph g∗ ∈ S ;
repeat

Compute R(g∗);
g ← g∗;
Choose edges eij , ekl ∈ g uniformly at random and swap them;
Compute R(g);
if R(g) > R(g∗) then

g∗ ← g;

until g∗ is a local optimum;

was chosen, with [kmin, kmax] = [2, Nn]. To construct the networks used in this
work, the more general configuration model [9] was used. According to that, one
must first generate a degree sequence, nk, from the degree distribution (Eq. 2).
The links are then assigned between randomly selected pairs of nodes, making
sure to preserve the selected degree sequence, and that no more than one link
connects any pair of nodes.

Next, to calculate the robustness measure as defined in Eq. 1, the order of
node deletion must first be determined. For a HD attack, one removes the nodes
sequentially according to their degree starting from the highest. As nodes are
removed, the degrees of the remaining nodes must be re-evaluated, as the deleted
nodes links are also removed from the network. If at some point several nodes
have the same largest degree in the network, one of the nodes is randomly chosen
for deletion. Because of this stochastic aspect, there are a very large number of



possible attack orders, and one must average over many of them when calculating
the R score.

3 Evolutionary Algorithm Setup

For the optimization procedure, a tournament selection algorithm with mutation
and elitism was chosen. Recombination operators were not included as their use
has been shown to be detrimental in artificial neural networks evolution for
several reasons including symmetry and redundancy [6, 17].

In our setup, a population of Np networks is initially constructed. The whole
population of networks have the same degree sequence, but the random assign-
ment of links is performed independently for every individual. With the exception
of the most robust individual, each member of the population is mutated at each
evolutionary step. Mutation of an individual simply involves swapping the end
nodes of two randomly selected links. This is equivalent to the operation per-
formed in the inner loop of algorithm 1, except for the fact that in the present
case the swap is always accepted. One can transform any edge configuration to
any other with a finite number of such mutations. After mutation, the robustness
of all of the individuals is recalculated, and the new individuals for the next evo-
lutionary step are determined by constructing Np unbiased tournaments [15],
each with Nt individuals participating. The evolutionary cycle is sketched in
algorithm 2.

Algorithm 2: Tournament Selection Evolutionary Algorithm

Initialize and evaluate Np individuals;
repeat

Mutate and re-evaluate all individuals except the best;
Build Np tournaments of Nt individuals each;
Select Np winners to advance into the next generation;

until termination criterion not met ;

The optimization procedure performs indeed like a parallel local searcher in
the configuration space induced by the edge swap operator; it is the selection
operator that controls the intensification-diversification trade-off and drives the
population evolution. On that note, the unbiased tournament selection has been
chosen to address the loss of diversity due to individuals not being sampled. In
practice, when composing the Np tournaments of size Nt, the whole population
is lined up against Nt − 1 independent permutation of itself, and Np tuple-wise
comparisons are performed, from each one of which a winner emerges. In this
way each individual gets to participate at least once in a tournament, and any
bias due to random uniform sampling of tournament candidates is avoided.

Calculation of the robustness measure (eq. 1) is by far the most computa-
tionally intensive aspect of the optimization procedure. One must average over



many realizations of the attack order, and for each realization one must calcu-
late the size of the largest connected cluster of nodes at each stage of the attack.
Fortunately the optimization procedure is easily parallelized. While one node
takes care of the EA implementation, calculation of the robustness of the Np
individuals for each evolutionary step is uniformly split between the available
processors. This parallelization allowed us to run the optimization procedure on
relatively large networks.

4 Numerical Results

In order to tune the EA parameters, we performed initial optimizations on small
systems varying Nn and Nt; the results are shown in figure 2. To allow for direct
comparison, all optimizations were performed for networks with identical degree
sequences. The results indicate that we do not need a very large population, as
the EA using Np = 32 performs as well as the larger population sizes, and that
a relatively large Nt provides the best results, with the EA with Nt = 8 and 64
outperforming smaller tournament sizes.
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Fig. 2. Plot of the robustness vs. number of evolutionary steps (NLC), for a network
with λ = 3 and Nn = 512, varying the population size with Nt = 2 (a) and the
tournament size for Np = 64 (b).

With these preliminary results, we decided to fix the parameters of the EA to
Np = 32 and Nt = 8. To compare the performance of the EA to the hill climbing



procedure, we ran the EA independently on 10 different degree sequences for
a network with Nn = 1024 and α = 3. Figure 3 shows the results for the
performance of the EA averaged over all 10 different degree sequences. From the
figure we see that the EA performs significantly better that the hill climbing
procedure.

0 1 2 3

x 10
4

0

0.05

0.1

0.15

0.2

Evolutionary steps

R

Fig. 3. Plot of the robustness vs. number of evolutionary steps (NLC), for a network
with λ = 3 and Nn = 1024 averaged over 10 different degree sequences. The thick blue
line represents results using a EA with Np = 32 and Nt = 8. The thick red line shows
the results for the robustness using hill climbing. The black line shows the average
robustness of randomly connected networks. The thin red and blue lines represent the
error-bars on the results.

We are not directly comparing with the results published in Ref. [13], as those
were obtained on Barabási-Albert scale-free network, whereas the configuration
model is used here. However, the final R values are comparable and the optimized
networks have the same onion-like topology firstly found by Schneider et. al [13].
The defining feature of onion-like networks is the appearance of several k-cores,
where a k-core is the maximal connected sub-graph in which all nodes have
degree greater than or equal to k. This notion was previously introduced in [14]
in order to characterizing a network structure by hierarchically decomposing it
into subgraphs of increasingly higher cohesion. Whereas in a scale-free network
generated by the configuration model there is only one shell with coreness equal
to the network’s minimum degree, several shells of raising k values appear in
the optimized network as an effect of the rewiring procedure. The tendency was
observed in the optimized networks and can be seen in figure 4, which shows the



fraction of nodes with degree k that are connected through nodes with a degree
smaller or equal to k in the optimized networks. This is a complementary way of
looking at the onion-like structure, which permits us to support numerically the
previous observations. Figure 5 shows instead a visualization of one optimized
network along with a visualization of the same network as originally connected
by the configuration model.
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Fig. 4. Fraction of nodes, Sk,with degree k that are connected through nodes with a
degree smaller or equal to k averaged over the optimized networks from Fig. 3.

5 Summary and Conclusions

We showed in this work that the application of an EA to optimize networks
against malicious attacks can produce networks with significantly enhanced ro-
bustness compared with those obtained with a standard first-improvement hill-
climber. Furthermore it was shown that one does not need to use a very large
population size nor maintain a large diversity in the population to achieve sig-
nificantly improved results. As a population-based meta-heuristic, the proposed
EA also leads naturally to a parallel implementation.

There are many avenues in which the research can proceed. While in this
work the networks considered can be described by the degrees of the nodes and
the manner in which they are connected, real networks often need additional
parameters such as weights on the links and nodes to accurately describe their



(a) (b)

Fig. 5. Visualization of an optimized (a) and unoptimized (b) network with 1024 nodes.
The vertex size of the nodes is proportional to the log of node degree, and vertex color
scales with node coreness (the darker the lower); edges connecting nodes with equal
degree are highlighted in black.

functionality. For example in air traffic networks the amount of flights operat-
ing between two connected airports, or in trade networks the amount of goods
traded between two companies, is not uniform. Another problem that is just be-
ginning to be addressed is the optimization of several coupled networks, where
dependency links join nodes between two of the networks [11]. Our results imply
that with only a modest additional investment of computational resources one
can significantly enhance the optimization procedure, and this should therefore
be utilized in further work in this field.
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